
YERAY MEDINA PIÑERO
Penetration Tester & Red Team Operator

, Santa Cruz de Tenerife, Spain

� +34 642 81 70 05 # yeraymedinapinero@gmail.com

ï linkedin.com/in/yeray-medina § github.com/judgedbykira � Portfolio

  PROFESSIONAL SUMMARY

System Administrator specialized in Offensive Security, with 3 years of hands-on experience attacking and securing
Active Directory, Linux and Windows environments. Holding CRTO, HTB CPTS, eJPTv2 and currently preparing
for CRTL. Solved 110+ CTF machines on HackTheBox, including advanced Pro Labs (Offshore, Zephyr, P.O.O.). Full
lab documentation, CVE research, and penetration testing write-ups published at judgedbykira.github.io/portfolio.

Ð TECHNICAL SKILLS

Penetration Testing & Security

• Active Directory Attacks (ADCS Attacks, Delegation
Attacks, DACL Attacks)

• Web Application Pentesting (OWASP Top 10)

• BloodHound, Mimikatz, Cobalt Strike, Rubeus

• Metasploit Framework, Burp Suite, Nmap, Wireshark

• MITRE ATT&CK Framework, CVE analysis

• Defense evasion techniques to bypass AV/EDR

Projects & Labs

• Created a web portfolio where my projects are docu-
mented. judgedbykira.github.io/portfolio

• 110+ documented CTF write-ups covering full ex-
ploitation steps and methodology. View Write-ups

• Authored Python exploitation scripts for recent CVEs,
each paired with a Docker lab to reproduce the vul-
nerability, a technical PoC, and mitigation guidance.
View CVE Research

Scripting & Automation: Bash, Python, PowerShell Frameworks: OWASP, CWE, CVSS v3.1

l WORK EXPERIENCE
Systems Administrator & Security Analyst — Hotel Paradise Park Feb 2025 – May 2025

• Performed web and Active Directory penetration tests, identifying and reporting critical security vulnerabil-
ities

• Produced detailed technical security reports including CVSS scoring, risk classification, and remediation guid-
ance

• Administered Windows Server and Linux environments, managing Active Directory, DNS, DHCP, and network
services

Bug Bounty Hunter — YesWeHack Oct 2026 – Present

• Technical security reports creation for vulnerabilities showing business impact, mitigations and detailed exploitation
steps.

• Reported a high severity vulnerability (HTTP Request Smuggling) in a VDP.

� PRACTICAL EXPERIENCE

CTF Player & Security Researcher — HackTheBox Sep 2023 – Present

• Completed advanced Pro Labs (Zephyr, P.O.O., Offshore) simulating real-world enterprise environments with
complex Active Directory and web vulnerabilities including Red Team techniques such as defense evasion and
usage of C2 frameworks (Cobalt Strike, AdaptixC2, Havoc).

• Solved 110+ machines with documented methodology and write-ups — � https://app.hackthebox.com/

public/users/1917008

� CERTIFICATIONS

• CRTL – Certified Red Team Lead, Zero Point Security
(In Progress)

• CRTO – Certified Red Team Operator, Zero Point Se-
curity — 2026

• CPTS – Certified Penetration Testing Specialist, Hack-
TheBox — 2025

• eJPTv2 – Junior Penetration Tester, INE Security —
2025

� EDUCATION

Higher National Diploma in Network and System
Administration
(CFGS ASIR – equivalent to Level 5 VET Diploma)
2023 – 2025

� Languages
Spanish (Native) — English (B2)
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